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ABSTRACT

Automobiles are becoming more linked, also with the ability to synchronize to cellular telephones, offer atmospheric as well as navigational alerts for vehicle
passengers, and even broadcast safety alerts to all other automobiles and nearby infrastructures. Although automobile connectivity or digitalization provides obvious
benefits to passenger satisfaction including accident prevention, these have indeed increased potential enabling attackers to take over automobiles that endanger either
driver's or pedestrians' life. Since the attackers are capable of hacking vehicular communications, some of the notable automobile attacks became effective. This study
expands on discussions about cybersecurity problems concerning cybersecurity challenges and mitigation strategies in intelligent transport systems as well as vehicle
communications.
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# 1. INTRODUCTION

Intelligent transport systems employ the processing of data, communications, and sensing technologies to cars,
infrastructural components, as well as roadside customers to enhance transport system effectiveness and safety
[1-8]. Figure 1 depicts the heterogeneity channel's two primary sub-networks: (i) An intra-vehicle system consists
of a number of sensors positioned inside the vehicles. Interfaces between devices are facilitated via Ethernet,
ZigBee, or WiFi connectivity, (ii) The inter-vehicle network handles communication between the automobile as
well as its surroundings. It is consisting of four elements, which are as described in the following: The key
component in an intelligent system of transportation is the vehicle's built-in unit. Every automobile is outfitted with

a built-in device that can analyze acquired information and communicate with nearby elements.

For the linked entities, V2X offers a standard connection framework. Furthermore, it enables roadway elements to
convey information including their present speeds, location, and orientation to both stationary and traveling
neighbors. They then utilize this information to arrive at sound judgments. The kind of communication is

determined by the entities that form the relationship.

It enables five different communication methods: Vehicle-to-Sensors (V2S) is the interaction among sensing
devices inside an intra-vehicle sub-network; Vehicle-to-Vehicle (V2V) is the interaction among automobiles by
using V2V implementation; Vehicle-to-Pedestrian (V2P) is the link between both the driver and roadways
pedestrians using V2V implementation; Vehicle-to-Grid (V2G) is the interaction among automobiles as well as the
power infrastructure to start charging Electric Vehicles. (v) Vehicle-to-Infrastructure (V2I) communication refers

to the exchange of information among roadway vehicles as well as infrastructure elements.

As a consequence of technological advancements in sensors including networking technologies, intelligent
transportation networks enable the existence of a wide range of applications that concern safety, congestion, as well
as navigation systems: (i) Security applications leverage cellular connections across nearby organizations to make

the roads safer and keep passengers secure. Every highway object transmits safe communication to its neighbors on
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a regular basis to reflect its present state. It might also be required to provide an alert message whenever a regional
or global incident is identified. (ii) Traffic-related applications are employed in order to effectively control
congestion as well as guarantee the movement of traffic. These are already in charge of gathering traffic data and
remotely relaying it to a distant computer for assessment. The analytical results are then delivered to cars for

prospective use.

Cloud technology, embedded systems, and loT-based models represent significant developments in the creation of
sophisticated devices. In response to the growing amount of interconnected cars, the notion of a vehicular ad hoc
network (VANET) and internet of vehicles was born (IOV). VANET is a fundamental paradigm for connecting and
stimulating automobiles within a specific level; nevertheless, this could analyze and modify worldwide actual
information. The network of cars, on the contrary side, is outfitted with connectivity.
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Figure 1. The architecture of an Intelligent Transportation System

To provide an effective as well as unified framework, IOV incorporates various elements also as individuals, cars,
networking, congestion, or paths. The interconnection of cars and also other cyber-physical elements including
detectors, the internet, or satellites may offer a worldwide system capable of evaluating all actual information,

resulting in a better, more effective, and dependable transport environment.

To proceed, the primary goal of such an SLR is to detect potential vulnerabilities and improve protective measures
in I0OV. By handling security factors including authorization, the integrity of information, secrecy, end-to-end
cryptography, or remote access, a basic protected IOV may be constructed. IOV is very susceptible to hackers; it

has been attacked and controlled merely by changing its automobile to computer connectivity, resulting in
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unfortunate incidents, security breaches, and the loss of extremely critical data. There are additionally additional
privacy precautions associated with each tier of IOV. In IOV, a wide variety of assaults are classified based on their
characteristics and proportional elements. Figure 2 depicts IOV communications.

Satellite ﬁ\
Base Station VN .
Roadside

Unit

Figure 2. Communication in IOV

Because of loV's broad potential, an increasing number of countries and organizations are researching ways to
combine smart transport using conventional modes of transport. These have resulted in an upsurge of unforeseen
known vulnerabilities, drawing the issue to the forefront. The United States released Fair Information and Privacy
Principles for its Intelligent Transport Systems (ITS) in 1999, and the National Institute of Standards and
Technology developed its Cybersecurity Risk Management Framework Applicable to Contemporary Automobiles.
Furthermore, the European Union issued its ITS Implementation Plan to restrict the usage of loV information while
ensuring its safety. As a result, the requirement for security precautions in loV standards would increase even as
technology has advanced and thus becomes extensively utilized in the near future. To guarantee that perhaps the
loV platform fulfills safety requirements for users as well as automobile data protection, decentralized, flexible,
and robust cybersecurity technologies are required. The Sybil attack has become one of the most popular forms of
assault in VANETSs and loV. Researchers studied contemporary primary sources when researching the Sybil attack.
A number of approaches have been suggested by different researchers to avoid Sybil attacks in networks. Yet, there
is nevertheless room for improvement since the present approaches contain significant downsides, including the

reality that many of the recommendations rely on a substantial number of nodes or RSUSs.
#2. THE SEVERAL CATEGORIES OF CYBER ATTACKS

(1) Sybil attack: The Sybil attack has become one of the most popular forms of assault in VANETSs and loV.
Researchers studied contemporary primary sources when researching the Sybil attack. A number of techniques
have been suggested by various researchers to avoid Cyberattacks in networks [9-14]. Nevertheless, there remains
room for growth since the present approaches contain significant downsides, for example, the fact that many of the

suggested solutions rely on a huge number of nodes or RSUs.
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(2) Denial of service (DOS): Denial of Service (DoS) assaults are likewise regarded as being among the most
serious threats, according to research studies. The present security techniques for DoS attacks include fundamental
flaws: Some suggested alternatives depend on human parameter selection, which would be impractical, and base
stations are also not identified in certain existing frameworks if the system is overwhelmed with fake information.
As a result, despite the fact that there are multiple current alternatives, there is nevertheless potential for progress

because of the earlier-mentioned restrictions.

(3) Blackhole attack: Despite the presence of various known vulnerabilities methods for blackhole attacks, many of
them come with serious problems, including presuming the existence of only one rogue node, and that in practical
situations is unachievable, or becoming computationally or resource intensive. To address the problem, additional

encryption techniques to prevent blackhole attacks should be created.

(4) Grayhole attack: The grayhole attack is considered one of the most common assaults on in-vehicle systems and
therefore is challenging to recognize owing to the rogue node's duplicitous structure. Appropriate security
alternatives have a few more disadvantages, such as the fact that several recommended methodologies hardly
understand arithmetical quantities as information and that few rely on traditional networks procedures, causing a
reduction in effectiveness; consequently, special security alternatives may indeed be constructed by having to

consider encryption algorithms for protecting against grayhole breaches in a system.

(5) Wormhole attack: Another of the most prominent assaults in 1oV is the wormhole threat. For the wormhole
attack, the researchers have discovered since appropriate security measures to avoid such assaults include a few
shortcomings, including significant energy usage due to the enormous number of terminals, and the outcomes of
these approaches are really not comparable to others. Since these inadequacies, limited enhanced security

technologies to defend systems against wormhole attacks may be created in the future.

(6) Sinkhole attacks: Sinkhole attacks constitute one of the most common in-vehicle networking assaults. Several
safety solutions have been designed by various studies, but all possess restrictions, like the failure to recognize
suspicious sinkhole gateways in the environment of multiple threats or when they occur close to access points. To

prevent systems from certain assaults, enhancements to present cryptographic techniques are necessary.

(7) Node impersonation attack: This attack is also well-known however the creators failed to put in much effort to
build security mechanisms for that though. The options provided were ineffective at safeguarding the infrastructure
as well as entail significant complexity but also latency. As a response, this assault should be taken into account,

and adequate protective measures should be proposed.

(8) Man-in-the-middle one: The man-in-the-middle is a common assault in loV. Such assault received little
attention from academics. Furthermore, a computation for the suggested technique necessitates a long time. As a

result, enhanced security measures must be taken to safeguard the system against this assault.
A. GPS Spoofing Attacks

Spoofing attacks on GPS (Global Positioning System) too are common in automotive networks. To put a halt to this

assault, equally efficient and safe alternatives must be developed.
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(1) Masquerading assault: A further difficult technique in 1oV is the masquerading attack. There are relatively few
protection options available for such an attack. As a consequence, counterintelligence for this assault is required to
protect the infrastructure against impersonating assaults.

(2) Trust: Trust is an essential component of communicating devices, particularly whenever entities deal with
outsiders. For instance, whether certain could a base station be that yet another cluster will share its information
with them. Of being sustainable, every cryptographic signature must include a distinctive, permanent, as well as
differentiated identity. If nodes possess non-persistent (with a limited lifespan) identity, they may alter identity for
subsequent interactions, however, non-distinct identification also had no one-to-one matching among identities as
well as cars that seems to be, upwards of single identification on such a single car: Sybil attack. Inside the
framework of the legislation, one would wonder whether trust-related data could be maintained and handled on a
huge scale. Alternatively, more particularly, how might trust data be used safely. Identity guarantee should indeed
be provided via forthcoming authentication mechanisms. Devices on such a system could indeed develop trust
except if the trust system developers handle this identification initially. Interaction activities are very vital in
establishing trust in the system. The algorithms should be flexible as well as suitable for being dispersed.
Furthermore, it must guarantee appropriate mappings of intuitive to quantitative trust and be computationally
effective.

(3) Resilience and Self-Adaptation: An important area to explore is the shift between lowering vulnerability to
boosting resiliency and self-adaptation. The loV platform must be robust enough to respond fast and
comprehensively against assaults and odd behaviors. For reliability, experts in the loV area must examine and

apply Al-based solutions such as automated software patching and self-rewriting code.

(4) Privacy protection: The great majority of loV apps make use of internet services. Third-party cloud-based
applications could not always be a reliable solution for outsourced processes. Cloud-based solutions are used by the
great majority of loV software. As a result, entrusting outsourced duties to third-party providers of cloud-based
services does not always ideal. It would be even more enticing to use cloud-based services that may not require the
information compiled. Techniques for maintaining confidentiality in data storage operations that are now in use
employ partly and entirely efficient encryption standard techniques. Nevertheless, such methods need a substantial
amount of resources, especially while computing a large amount of information generated by multiple automobiles
in the loV scenario. To secure users as well as privacy protection in the loV environment, lightweight fully
homomorphic encryption is required. On the cloud platforms, for instance, customers' identities should be needed
for authorization but they cannot be anonymous credentials. Protecting responsibility and confidentiality while
simultaneously preserving anonymity is what regulated anonymity entails. Individuals, for instance, may not be so

unidentified as to undermine responsibility, but they must also not even be unknown to jeopardize confidentiality.

(5) Al-based detection: There is currently a global lack of security personnel. The usage of robots and self-driving
cars will grow in the future. It will be important to develop an Al-based immune system capable of dealing with
unexpected dangers dynamically, protecting from potential vulnerabilities including abnormalities, while

responding to Al-based ransomware, cognitive hackers, and others. Chrysler recalled nearly 1.4 million vehicles as
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a consequence of the breach. The Chrysler Jeep Cherokee did not represent the only automobile shown to be
susceptible to intentional tampering.

B. The communication layer

The communications layer primarily consists of communication between vehicles which might happen both within
and outside an automobile. Interior vehicle communication may occur inside the in-vehicle Networking, sometimes
referred to as the automobile networking or intra-vehicle communications system. The interconnectivity of the
various Electronic Control Units (ECUSs) inside a car's technological components is the foundation of in-vehicle

networking.

External vehicle communication is done when automobiles link directly to USBs and maintenance equipment,
distantly to Remote Keyless Entry systems, or participate in Channel access that allows messages to be exchanged
among infrastructure and cars. To ease V2X communications, linked and self-driving cars may act as stations in
self-organized vehicular ad-hoc networks (VANETS). VANETS have been mainly made up of two kinds of mobile
nodes: On-Board Units (OBUs) and Road-Side Units (RSUs). OBUs include wireless communicators that are
placed in V2X-enabled automobiles. Cars equipped with OBUs may interact with each other in addition to
Road-Side Units (RSUs), which seem to be static equipment situated alongside roadways and other infrastructure
which can offer internet service for OBUs and monitor traffic situations.

C. OBU and RSU

Security problems in the vehicle connectivity result in four automotive security problems, as follows: Restricted
connection: While automotive exterior communication is improving, many cars still lack the capacity to upgrade
their programming from OTA updates that would also allow automobiles to constantly be secured against the

newest computer hackers.

Although if OTA upgrades grow more common, cars may remain vulnerable to failures caused by inadequate
upgrades. Computational performance is limited: In principle, vehicle computing capacity is restricted when
contrasted with desktop computing capabilities. Since automobiles get a longer life expectancy and should
withstand greater heat and shocks than usual computers or laptops, that constraint occurs. Automobiles are far more
prone to still be attacked than desktops due to their processing deficit. Due to automobiles' restricted processing

capability, several automotive security technologies will require too big operating costs to be applied.

Risks and assault situations that are unexpected: Numerous various access routes may be used to penetrate a vehicle
infrastructure, namely vehicle database, distant communications technology, and automotive components. New
threats were constantly being made, making it challenging for manufacturers to forecast wherever cybercriminals
will target next. Unsecured Original Equipment Manufacturers (OEM) products may give attackers many extra

network nodes in an automobile.

Significant risk to the safety of driver or passenger: Regardless of whether only a few detectors are misled or a
limited handful of illicit signals are received, an automobile may have faults that jeopardize the safety of motorists,

travelers, and bystanders.
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The three-layer Autonomous Vehicular Sensing Communication Control (AutoVSCC) architecture may help
understand risks to communication between vehicles. The perception layer is located at the bottom of the hierarchy
and therefore is subject to spoof as well as eavesdrop assaults on different sensors including inertial or radio
detectors. The data communication is situated above the perception layer and includes both inter-vehicular as well
as intra-vehicular interactions. It is sensitive to eavesdrop assaults as well as information manipulations among cars
as well as roadside units. Risks that transmit upstream from the perception layer, which again is composed of
different sensors, are equally vulnerable to the communication layer. Risks at both the sensor and communication
levels might have an impact on the upper tier, the control layer, that covers autonomous vehicle control activities

including speed limit and braking system.

Furthermore, an introduction of such a three-layered structure (perception, communications, and controlling) of
self-driving and connected automobiles is offered, followed by a discussion of several levels that seem to be
susceptible to cyberattacks. Moreover, this study provides a comprehensive evaluation of the dangers to vehicular
networks based on existing research information. The topic of intravehicular safety is covered, with either an
emphasis on automobile public transport systems, entertainment and telemetry structures, and automotive
terminals. Furthermore, V2X safety is explored concerning distant technologies, clusters, databases,
vehicle-to-vehicle connectivity, and vehicle-to-infrastructure interaction. Then, viable responses to different

dangers in V2X communications were described in depth.
i3, THREATS IN VEHICULAR NETWORKS
Network Access assaults, Transport Confidentially assaults, Traffic Integrity threats, and Denial of Service attacks

are all serious targets of Ethernet communications [15-21].
A. Network access assaults

Intruders may get entrance to the Ethernet connection via internet connectivity operations. Such assaults might well
be carried out independently or in combination with other kinds of assaults, such as seizing control of those other
servers or routers. Intruders may technically enter an Ethernet connection by attaching to an unsecured socket on a

switch, or they could employ malicious code to get remote control of the network.
B. Traffic confidentiality attacks

Whenever hackers have acquired access to the system, attackers may use traffic confidentiality assaults to
eavesdrop on data transmission. Hackers may deliver texts but also examine their responses to learn about the
network component as well as architecture. Hackers could eavesdrop together on internet activity by attaching
tracking devices to cabling linking a server and then a router between these devices. When switches are confused
about where or how to send a message, it will be flooding the block to all endpoints. Intruders may use this
functionality to launch MAC flooding assaults. They may listen across all packets during such assaults by rewriting

a MAC table, causing all network packets to be inundated.
C. Traffic integrity attacks

Two methods used during Ethernet communications seem to be the Address Resolution Protocol (ARP) as well as

the Dynamic Host Configuration Protocol (DHCP). Intruders may broadcast ARP responses to collect network
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activity and react to DHCP server queries to influence internet traffic throughout ARP and DHCP poisoning
assaults. Such assaults may be antecedents of man-in-the-middle assaults, whereby reroute networking
communication to an assailant's nodes in order to modify data. Session hijacking and replay attacks are two further
forms of traffic integrity threats. Throughout a Session hijacking attempt, hackers may eavesdrop to find session
results generated by protocol implemented across Ethernet, subsequently posing to be one of the event's endpoints

or interfering with the event.
D. Denial of Service (DoS) attacks

Denial of service (DoS) assaults disrupt internet accessibility by breaking physical hardware or overloading the
network. Layer 1 assaults actually destroy connections or equipment, rendering the internet connection useless.
Layer 2 assaults may be resource exhaustion assaults, that are using network bandwidth by transmitting packets to
be decoded incessantly, or protocol-based denial of service attacks, that employ the self-configurable Spanning

Tree Protocol (STP) to transmit STP signals incessantly.
4. APPLICATIONS DEVELOPED FOR V2V COMMUNICATION SYSTEMS

Mobile improvisational networking serves as the foundation for software built for inter-vehicle communication
devices. These communication networks are essentially being converted to cars and are being given the term
VANET (Vehicular Ad-Hoc Networks) (Figure 3). Components interact among themselves inside this
arrangement. Components on cars are referred to as OBU (On Board Unit), components in infrastructures or
highway elements are referred to as RSU (Road Side Unit), whereas components on the central servers are referred
to as SU (Server Unit) [22-26]. Every module interacts with the other modules through a set certificate as well as
hierarchical rules. If the certificate hierarchies, description, and time need not alter in the manner they would prefer
to apply it, it results in distinct procedures and applications. As a result, the applications detailed within the

following part are essentially similar, notwithstanding differences in certifications and connection requirements.
4.1. SeVeCom

The SeVeCom initiative is a partnership between many EU-sponsored automotive manufacturers, supply firms,
institutions, as well as the government. As previously stated, the project was designed using the VANET basic
architecture. In contrast to the underlying principle, the EU had adjusted the certification administration to lower
network activity at the point of intersection, as they desired. Essentially, ELP (Electronic License Plate)
distribution through RSUs is being investigated again for certifying technique, but PKI (Public Key Infrastructure)

was already chosen because this operation may be performed or duplicated.

PKls that have been established are constantly disseminated between basic computers. The OBU and the RSU
communicate, and data is sent to the basic computers through the RSU. The network is rendered available by

preventing needless certifying loads from being overburdened by this design.
4.2. GeoNetworking

The concept does not really contain RSUs or servers in VANET networks. Every unit inside a 100m radius is linked

together by employing the same IPv6 standard as the wireless network technologies used throughout modern PCs.
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Instead of offering a global information exchange, the major goal is to link the tools to manage congestion in a
specific region. Existing computer systems include vulnerabilities due to the usage of the IPv6 protocol.

WLAN AP Cellular Tower
~ | (Eg. WiMax)
0000 — \
\ el / Roadside
\‘_r Infrastructure
V'
u Hybrid VANET Type
]

Figure 3. An example of VANET architecture
4.3. Intersafe

The groundbreaking initiative Intersafe in Europe is seeking to produce a simple Intersection Assistant. The initial
effort by this assistance to decrease accidents and deaths is to ensure that the vehicle is informed of the automobiles
surrounding it. It intends to achieve this goal through the use of thousands of sensors and two-way communication
technologies utilizing IEEE 802.11. Upon this basis, multiple incidents may be predicted and many other motorists
could be informed. The second option is to handle traffic signals. Traffic signals with detectors and bi-directional
radio transmission depending on IEEE 802.11 may indeed offer the necessary precautions by notifying oncoming

cars more about traffic signal state, driving conditions, and possible incidents.
4.4. Universal Traffic Management Society of Japan (UTMS)

UTMS (International Traffic Management Society - Japan) is developing an information technology infrastructure
that will respond to every one of the situations stated previously. On the roadway, IR and limited communication
indicators are employed throughout this technique. The above sporadically broadcast indicator enables the
automobile to exercise caution in the motor by transferring static texts including location and traffic regulations, in
addition to the car's location on that road, in addition to varying texts including other automobiles as well as human
locations but also speeds. The attached device does a vulnerability assessment and undertakes safeguards by

informing the motorist in the event of a threat.
4.5. Cooperative Intersection Collision Avoidance System (CICAS)

The CICAS (Cooperative Intersection Prevention Systems Initiative) offers real alerts to cars and infrastructural
employees. The system is constructed of many components that employ traffic information, roadside accessories,

junction mapping, and two-way transceivers. The preliminary of them is a traffic signal violation alert system. The
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technology not only notifies drivers regarding traffic signals, and moreover runs traffic speed and positions via a
risk assessment, recognizing automobiles that do not violate traffic signals and notifying nearby automobiles,
including converting all lights in the circle to red. A similar feature is the stop light helper that alerts the motorist
about the impending halt sign. Likewise, another system will alert cars that would drive left to those other

automobiles and arcs and performs the most accurate maneuvering evaluation.
5. ARCHITECTURE AND COMPONENTS OF IN-VEHICULAR SYSTEM

In-vehicle networks (IVNs) are indeed a new study topic within vehicular communications. The in-vehicle
communication system is made up of multiple fundamental elements, including the Sensor Domain, which includes
highly precise detectors, the Chassis Area, the Infotainment Area, the Telematics Area, and the Powertrain Area,
among others. Standards like Ethernet, FlexRay, and Controller Area Network (CAN), among others, play a
significant role in ensuring the communication process between any of these necessary elements of in-vehicle
networking. The fast expansion of connection between transportation systems integrated with modern advanced
devices, such as V2Xcommunications, has contributed to the broadening of known vulnerabilities, allowing
attackers to gain entry to the in-vehicle networking.

5.1. Internal Arrangement of Electronic Control Units

Important data is transmitted between the car's various electronic control units (ECUs). Because as the quantity of
ECUs in sophisticated contemporary automobiles rises, thus does the consideration of many factors in in-vehicle
networking, because every individual part has available frequency as well as delay needs. This same quantity of
ECUs in current intelligent cars is constantly increasing in order to provide the advanced technological automobile

with a variety of innovative functions for protection, reliability, efficiency, and more.

Round Fixed
Robin Priority EDF Ou
tpu
Inp t .
ut ' Eve
Eve nts
nts ;

ecu|| |[ecu]| | [Ecu

AI':[_tEAI—:[

\ 1 v

Comm. Controller

FlexRay Bus

Figure 4. Network Configurations of ECUs

Furthermore, numerous in-vehicle standards have already been created enabling the interconnectivity of a

significant number of ECUs, while development into far more advanced capabilities is ongoing. Furthermore,
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because of the diverse functions, such as automotive assessment and management, ECUs are often linked to much
more than just the bus network. Figure 4 depicts in depth the internal network setup of ECUs.

5.2. In-Vehicle Network Infrastructure

In-vehicle networks sometimes referred to as internal communications infrastructure, are already in charge of
linking multiple parts inside contemporary sophisticated automobiles. ECUSs, interfaces, detectors, controllers, and
others are regarded the essential fundamental characteristics within contemporary intelligent cars. Furthermore, the
technique provides a car containing many components, such as Telematics Area, Infotainment Area, Chassis Area,
Powertrain Area, Body Area, and Sensor Area, among others. Sensors provide data to such electrical components

for some further processing.
5.3. Classification of In-Vehicle Network Architecture

There are three kinds of in-vehicle system architecture. The first categorization encompasses the central gate,
which is characterized as the decentralized electrical and electronics (E/E) type of design. The domain-centralized
electricals and electronics (E/E) design connect multiple functional areas through a single gateway in the next
categorization. Future E/E architecture also referred to as zonal infrastructure, is the third aspect of in-vehicle
system architecture. This design includes a centralized high-performance computing unit (HPCU), that helps to

reduce the complexities of the preceding two systems.

The platform's two foundational pillars are function-specific ECUs and a central gateway. For connecting, the
controller area network (CAN) connection is employed. Also with the support of the central gateway, ECUs could
work together effectively. As a result, with the aid of a centralized gateway, complicated operations including

cross-functional connectivity and adaptive cruise control may be implemented quickly in this sort of infrastructure.

Because multiple ECUs interact through a common gateway, the fundamental drawback of electrical and
electronics (E/E) type in-vehicle network design is higher communications latency. To solve this issue, a
framework for in-vehicle network technology depending on various roles and functions was created, wherein
distinct functional/operational areas are coupled through the central gateway. Furthermore, because the majority of
communication occurs inside these operational and functional domains, the connection burden on the central

gateway is greatly decreased. This design is flexible since more functional areas may be readily incorporated.
5.4. CAN-Centric Safety Risks

Bus-off attacks, denial of service (DoS), masquerade, injecting, spying, and replay attacks were all mentioned in
scientific journals on CAN bus systems. Because CAN messages are often not secured and therefore do not enable
authentication services, hackers could get information about the CAN packet, therefore, gain easy access to the
system; this sort of assault is characterized as a Masquerading assault. Furthermore, the transmitted vehicular CAN
communications could well be spied on by hackers, allowing them to enter into the in-vehicle networks; this would
be characterized as an overhear assault. The hackers could then attempt to send fake messages over the car's bus
network. Using OBD-I1I connections, hackers could effectively access the in-vehicle network and thus, as a result,

attempt to hack the ECUs; this form of assault is characterized as an injection attack. Furthermore, the hacker could
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impede the car's real-time functioning by repeatedly re-sending genuine data; this form of assault is termed a replay
attack. Additionally, the hacker could transmit bytes in the identity column and some other fields continuously.
This would be referred to as a bus-off assault. Furthermore, the hacker could interrupt the regular execution of
in-vehicle connectivity by continually providing high-priority CAN packets that block legal low-priority messages
and might even seize the controls of the vehicle; this form of assault is characterized as a DoS attack. The very first
basic rule for preventing such threats would be to utilize encryption and verification of communications transmitted

between two ECUs.
6. LITERATURE REVIEW

This section gives a brief literature review of the existing vehicular security mechanisms [27-36]. VANET and loV
security and confidentiality concerns In this section, we will look just at concerns about security and privacy that
exist including both VANETS and loV. Since the loV emerged through VANETS, the assault range could have a
higher correlation. Nevertheless, we will address each of the following subdomains individually. Automobiles in
VANETSs may transmit helpful information about numerous major events, including road surfaces, traffic jams, and
disaster warnings, to enable effective as well as dispersed transport infrastructure. Automobiles may receive this
type of data from other automobiles or the surroundings to spot traffic jams or crashes.

During such a crucial circumstance, any existence of hostile as well as uncooperative routers producing faked or
manufactured information diffusion in the system might result in disastrous events, jeopardizing prospective users'
safety, privacy, and confidentiality. Since VANETS originated through MANETS, the dangers offered by VANETS
are mostly retained from ad-hoc design of MANETS that are often targeted from a narrow spectrum since cars are
rarely associated with the Internet. Intervehicle and intra-vehicle assaults upon VANETS are the most common

inter-vehicle combat.

Due to the absence of centralized management and supervision in VANETS, security mechanisms requiring
centralized trustworthy third party (TTP) or all-time connection, including public key infrastructure (PKI), could
not be deployed, thereby opening the door to major assaults at several stages. Furthermore, the absence of a
comprehensive system for managing identities renders VANETS an appropriate target for identification assaults
like Sybil. A Sybil hacker may construct or maintain several bogus identities in the networks that communicate
incorrect facts to create a mistaken impression of non-existent occurrences. For instance, disseminating wrong
information created by Sybil hackers regarding fictitious highway congestion problems and disasters may be used
to intentionally divert traffic for theft, abduction, or automobile stealthy objectives, that are harmful to motorists'
and/or automobiles' security and protection. Likewise, a hacker may acquire the passwords of unsuspecting nodes
with the goal to abuse the privileges and entitlements connected with some of those credentials or to install
malicious or unruly behaviors (including denial of service (DoS) assaults) inside the networks without first being

held responsible for these kinds of activities. This is known as an impersonating or masquerading assault.

VANETS are indeed subject to packet error attacks, including black holes, grey holes, and wormhole assaults,
which might also cause DoS attacks on one or a group of vehicles. Automobiles are linked to certain other members

of the network by wireless connectivity channels, rendering them subject to numerous types of threats including
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traffic monitoring, jam, as well as spying. These are a few of the VANET-related assaults. Contemporary
automobiles now feature an assortment of sensors that are involved in a wide range of activities, including
assessing inter-vehicle separation as well as road surfaces, detecting fires and smoke detecting automobile
acceleration/deceleration, detecting obstacles, and so much more. Intra-vehicle assaults are dangerous to the car
driver as well as the car's security and stability, since deceiving a detector could injure the automobile and/or the
operator. An assailant, for example, may threaten the victim's life by disconnecting the brake system as well as the
wheel in a driverless vehicle. On the contrary side, because of the combination of different systems, protocols, and
applications in loV, there is going to be a strong degree of diversity; as a result, the need for privacy and
confidentiality would rise. Linking cars to the outside environment could offer significant risks and subject the loV
to a broader assault range than that of the VANET. There seem to be different security flaws in loV as a

consequence of unsecured operations in V2l and V2C contexts.

Automobiles are associated with the Internet, making them accessible to personal attackers and evil groups all
across the world. It leaves both cars as well as the internet vulnerable to cyber criminals or hackers. By attacking
insecure interconnections or altering numerous vehicle streams of data, malicious hackers might have disastrous

consequences. MP3 format, for example, may swiftly corrupt the entire system of automobiles.

Whenever unauthorized individuals gain access to the car's information system through software or even other
methods, hackers may influence numerous automotive components including the steering wheel, warning system,
and braking system. This had been proved effectively at a previous Black Hat cybersecurity conference. The loV's
reliance on cloud computing gives up an additional avenue for computer hackers since cloud services are indeed
potential destinations. For instance, malicious hackers could utilize malware to generate cash through cloud-based
service providers, or they might simply launch DoS or distributed DoS (DDoS) assaults on the infrastructure to
disturb prospective consumers. If robotic attackers using artificial intelligence (Al) or big data analytics were

utilized against certain internet services, the issue would worsen.

Previously, the Defense Evolved Research Projects Agency (DARPA) held an all-machine hacker event, indicating
that should the subject advance, robotic attackers might pose a significant threat to cyber defenses. Additionally, it
has been proven that robots, including botnets of machine attackers, could find software faults as well as flaws

quicker than people and may execute higher devastating or destructive cyber-attacks than individuals.
7. CELLULAR V2X (C-V2X)

Vehicle-to-everything connectivity may make advantage of distant communications technology. Information may
be sent among onboard or roadside equipment by using means of communication. Weak points in distant
communications technologies may be targeted by hackers for the goal of messing severely only with the operation
of avehicle or buses out of a respectable distance. As a result, hackers are no longer required to attach peripherals to
car terminals in order to get access to automotive network communication designs. Wireless transmission solutions
have various drawbacks, which hackers might exploit. It divides distant communication systems into numerous
areas, including keyless entry systems (RKE), wireless access in-vehicle systems, Zigbee, radio frequency
identification (RFID), WIMAX, and Wi-Fi.
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Cellular V2X (C-V2X) was created by 3GPP1. The above technique has two modes of operation. The first form is
device-to-device, that comprises vehicle-to-vehicle (V2V), vehicle-to-pedestrian (V2P), and vehicle-to-roadway
infrastructure (V21). Given that there is clear relation inside this form, connectivity does not need synchronization.
The second way is device-to-network (D2N) or vehicle-to-network (V2N). This method provides a variety of cloud

services through wireless connections.
A. Associated Threats

Several changes have been made to the security mechanisms of LTE and LTE-Advanced networks. Researchers
gave a description of the security mechanisms of the LTE and LTE-Advanced networks, in addition to an
investigation of the security vulnerabilities in the LTE and LTE-Advanced network design. LTE networks are
susceptible to insertion, manipulation, and surveillance assaults, among other security concerns. As a result, it
poses greater privacy implications than GSM and UMTS. An innovative security assault targeting variations of the
authentication and key management (AKA) standard, assault violates users' confidentiality more thoroughly than
conventional assaults. Researchers demonstrate how knowing SQN minimally contributes to remote monitoring
assaults. The LTE network is vulnerable to different assaults including IP spoofing, DoS attacks, malware,
ransomware, and so on. Since the debut of the LTE femtocell, the hacker has obtained HeNBs (Home enodeB). The
hackers may change the functioning of the unit to suit their needs. There seem to be two kinds of security
mechanisms: (a) Data encryption of user information, and (b) The platform's authorization. A methodology for
assessing various LTE routers was created.

#8. CONCLUSION

To avoid road accidents, it is initially required to understand where incidents occur most frequently. Accidents have
happened most frequently near traffic crossroads, according to studies conducted in numerous nations. The most
common situations which create collisions on the interstate include failure to respect the traffic signal, failure to
observe the red light, negligence in paying respect to other cars in turning, collisions with the pedestrian, sudden
braking rear contact, and unregulated junction. Furthermore, since road traffic is disturbed after some accidents,
cars that are not aware of the collision cause a new collision. This study expands on considerations about

cybersecurity problems regarding cybersecurity challenges and mitigation strategies in intelligent transport

systems as well as vehicle communications.
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