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ABSTRACT

Web form spamming is a growing cybersecurity threat that disrupts digital services and compromises data integrity. Traditional defenses like
CAPTCHA are increasingly ineffective against sophisticated bots. This study proposes a blockchain-based framework for managing network
intrusion caused by web form spam. By leveraging smart contracts and micro-incentivization through token deposits, the system validates legitimate
submissions and discourages malicious activity. A comparative experiment between CAPTCHA-only and blockchain-enabled systems demonstrates
significant improvement in spam detection accuracy and user experience, with minor latency trade-offs. The results highlight blockchain’s potential
as a secure, transparent, and decentralized solution for web form spam prevention.
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1. Introduction

With the growing digitization of services, web forms have become a primary medium for collecting user input—
ranging from contact information to feedback and registration data. However, this widespread adoption has made
them prime targets for spamming attacks, where automated bots submit malicious or irrelevant data, overloading
servers and compromising system integrity [1]. Traditional spam filters rely on rule-based systems or captchas,
which can be bypassed or degraded by user experience. Blockchain technology, known for its decentralization,

transparency, and immutability, presents a novel approach to mitigating web form spam [2].

This article proposes a Blockchain-based solution for managing web form spamming by recording validated form
submissions as transactions on a smart contract-based ledger, which integrates proof-of-identity and micro-

incentivization mechanisms to discourage malicious inputs.
1.1. Study Objectives

¢ Toinvestigate the limitations of existing web form spam prevention techniques, such as CAPTCHA and heuristic

filters, in effectively managing automated bot submissions [3].

e To design and implement a blockchain-based framework that utilizes smart contracts to verify and record

legitimate web form submissions in a secure and tamper-proof manner [4].

e To evaluate the effectiveness of the proposed blockchain solution in detecting and mitigating web form

spamming attacks compared to traditional methods through simulated experiments[5].

e To analyze the impact of blockchain integration on system performance, specifically regarding latency, spam

detection rate, and user experience in real-world web environments [6].
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e To propose a scalable and incentive-compatible model that incorporates economic deterrents (e.g., token
deposits) and supports future integration with decentralized identity systems and privacy-preserving mechanisms.

2. Literature Review

Web form spamming is a pervasive threat that undermines data quality and system performance. Traditional
countermeasures such as CAPTCHA [7-10] rely on human verification tasks but have become increasingly
vulnerable to machine learning-based solvers, reducing their effectiveness. Rate limiting and heuristic filters offer
some protection but often result in false positives or degrade user experience. Recent advancements in
cybersecurity have explored the application of blockchain technology for decentralized and tamper-proof logging,
particularly in identity management, data integrity, and intrusion detection. Studies by [11-13] and others have
demonstrated how smart contracts can enforce trust and automation in distributed systems. However, limited
research addresses blockchain’s potential in mitigating real-time spam at the web application layer [5,14]. This
study bridges that gap by proposing a blockchain-enabled form submission system that not only deters spam
through token-based disincentives but also preserves transparency and trustworthiness in user input records.
Numerous studies have explored techniques for combating form spamming, including CAPTCHA, rate-limiting,

and heuristic machine learning models:

o CAPTCHA systems remain a go-to for preventing bots yet are increasingly vulnerable to OCR and Al-based

bypassing.

o Machine learning approaches [11,15-23] classify inputs based on language models but can suffer from false

positives.

o Token-based authentication techniques (such as CSRF tokens) improve security but are insufficient against

sophisticated bots.

In parallel, blockchain for cybersecurity has been explored for 10T, DNS protection, and digital identity
management [24-28]. The use of smart contracts to enforce data integrity and record transactions has shown

potential in reducing fraudulent entries.

However, little research addresses the intersection of blockchain and form validation for spam prevention [29-35].
This article fills that gap by presenting a blockchain-enhanced intrusion detection and mitigation system tailored to

web form spamming.
# 3. Methodology

This study adopts a hybrid architecture that combines conventional web development tools with blockchain
technology to mitigate web form spamming. The methodology involves designing a smart contract in Solidity,
deployed on a private Ethereum blockchain (using Ganache), which acts as the verification layer for form
submissions. The front-end web form, built using HTML, JavaScript, and Node.js, allows users to input data [23,
28,30,36-38]. Upon submission, the system performs preliminary validations, such as input length, field
correctness, and basic CAPTCHA. Validated data is then hashed and transmitted to the blockchain layer, where the

smart contract verifies the sender’s address and logs the transaction. A minimal token fee is required to deter spam
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bots; the fee is refunded if the submission is validated. This micro-incentive model discourages high-volume spam
attacks while maintaining accessibility for genuine users. Two datasets were generated for experimentation: one
consisting of 100 manual submissions from legitimate users, and another with 1,000 automated spam attempts
created using Selenium scripts. The performance of the blockchain-based system was then compared to a
traditional CAPTCHA-only setup, based on metrics like spam detection accuracy, latency, user drop-off rate, and
system reliability. This approach provides a decentralized, transparent, and tamper-resistant method for form input
validation [39]. The proposed system combines a traditional web server backend with a blockchain layer and
includes the following components:

o User Interface (Ul): Standard web form interface (HTML/JS).

o Validation Layer: Includes CAPTCHA + rate limiting + hash validation.

o Blockchain Module: Smart contract deployed on a private Ethereum blockchain (by Ganache or Hyperledger).
e Consensus Engine: Proof-of-Work (PoW) or Proof-of-Authority (PoA), depending on performance constraints.
e Incentivization Scheme: Small token cost for form submission; refunded if submission is deemed legitimate.

The experiment utilized a Node.js server for handling web form submissions and MongoDB for storing form data.
HTML/JavaScript created the user interface, while Solidity smart contracts deployed on a private Ethereum
blockchain (Ganache) handled secure verification. Metamask simulated wallet interactions, enforcing a
token-based submission model. Selenium scripts generated automated spam entries to test system robustness. A
CAPTCHA layer was included for baseline comparison. Smart contracts validated submissions and recorded
legitimate entries on the blockchain. This multi-layered system enabled accurate performance comparisons
between traditional and blockchain-enhanced models in terms of security, latency, and spam detection

effectiveness.

Proposed Algorithm:

function submitForm(bytes32 formHash, address user) public returns (bool)
{

require('spamList[user], "User blacklisted");

require(msg.value >= minimumFee, "Insufficient submission fee");
submissions.push(FormSubmission(formHash, user, block.timestamp));
emit NewSubmission(formHash, user);

return true;

}

7 4. Experimental Setup

The experimental setup involved a Node.js-based web server integrated with a private Ethereum blockchain using

Ganache. Smart contracts were developed in Solidity and deployed to manage and verify form submissions. Two
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types of user agents were simulated: legitimate users submitting 100 manual entries, and bots generating 1,000
spam entries via Selenium scripts. The web form included both CAPTCHA validation and blockchain-based
verification layers. Metamask was used for user wallet interaction to simulate token-based submission.
Performance metrics such as spam detection accuracy, latency, and user experience were recorded and compared

between the traditional CAPTCHA-only system and the blockchain-enhanced system.

4.1. Environment

Web Server: Node.js + Express.js with MongoDB backend.

Blockchain Platform: Ganache local Ethereum chain.

Smart Contract Language: Solidity.

Testing Tools: Selenium (for bot simulation), Postman (for HTTP testing), Metamask (for wallet integration).
4.2. Spam Simulation

Two sets of users were simulated:

Legitimate Users: 100 manual form submissions with valid inputs.

Spammers: 1000 bot-generated requests (using Selenium scripts with random input injection).

Form submissions by both groups were sent to the blockchain-enabled endpoint, while traditional CAPTCHA-

based filtering was used as a baseline.
5. Results and Discussion

The experimental evaluation compared the traditional CAPTCHA-only form protection system with the proposed
blockchain-based model using a dataset of 1,100 simulated submissions—100 from legitimate users and 1,000
from automated spam bots. The blockchain-enhanced system demonstrated a significant improvement in spam
detection, blocking 99.2% of malicious submissions compared to 84% by the CAPTCHA-only setup.

Legitimate submission accuracy was slightly lower in the blockchain system (95%) versus 97% in the traditional
model, primarily due to minor transaction verification delays. The average response latency increased from 350 ms
(CAPTCHA-only) to 490 ms in the blockchain-enabled system, which is an expected trade-off due to the added
smart contract interaction.

However, user drop-off rates were reduced from 8% to 6%, indicating better user experience when captchas were
replaced with seamless blockchain-based verification. These results affirm that the blockchain approach not only
enhances security but also improves usability and trust through transparent, immutable logging of form

submissions.

Overall, the results validate the framework’s efficiency in real-time spam mitigation without significantly
compromising performance as shown in Table 1 below. The findings also support the feasibility of adopting
blockchain in mainstream web applications to manage input validation and reduce intrusion threats across digital

platforms.
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5.1. Key Metrics

Table 1. Key Metrics for the Experimental Analysis

Metric CAPTCHA-Only System Blockchain-Based System
Legitimate Submissions Accepted | 97% 95%
Spam Submissions Blocked 84% 99.2%
Average Latency (ms) 350 ms 490 ms
User Drop-off Rate 8% 6%
5.2. Analysis

Spam Prevention: The blockchain solution outperformed CAPTCHA by reducing spam acceptance to nearly zero
as represented in Figure 1 below. The financial deterrent (token cost) was effective in discouraging bots.

Latency: Slightly higher due to smart contract interaction but within acceptable limits as depicted in Figure 2.
User Experience: Better retention since fewer users abandoned due to captchas.

5.3. Graphical Results
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26. Conclusion

The proposed blockchain-based intrusion management system significantly improves web form spam protection
while maintaining acceptable user experience. By leveraging smart contracts and economic disincentives, the

system effectively filters out malicious entries and offers a transparent, tamper-proof record of form submissions.
6.1. Future Recommendations
Scalability: Deploy on a full test net/main net (e.g., Polygon or Ethereum) to test scalability.

Machine Learning Integration: Add Al to analyze behavioral patterns of users and flag suspicious entries before
blockchain submission.
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Zero-Knowledge Proofs: Integrate privacy-preserving proofs for user validation without exposing form content.
Decentralized Identity: Use DID protocols to validate legitimate users without email/phone verification.

While the proposed blockchain-based system effectively mitigates web form spamming and enhances submission
integrity, several avenues remain for future enhancement. One potential direction is integrating decentralized
identity (DID) systems to authenticate users without relying on traditional email or CAPTCHA mechanisms,
thereby improving both security and user experience. Additionally, employing zero-knowledge proofs could help
validate submissions while preserving user privacy. Future versions of the framework can also incorporate machine
learning models to analyze behavioral patterns and predict spam attempts before committing data to the blockchain,
optimizing performance. To address scalability, deploying the solution on a high-throughput network such as
Polygon or Avalanche may reduce latency and transaction costs. Furthermore, expanding the system’s scope to
protect other user-input interfaces, such as comment sections or feedback systems, would increase its applicability
across platforms. Finally, conducting large-scale, real-world trials would validate its robustness and support
broader adoption in enterprise web security architectures.
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